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Systems and security management for UNIX, Linux and Windows® ( )S‘
»

COSuser web browser workflow User
Interface

User provisioning software such as COSuser provides a quick Return on In-
vestment ("Rol") when implemented correctly. Of all the efficiency improve-
ments generated by COSuser, those brought about by using the web
browser based workflow software are the most pervasive. By off-loading ac-
count requests, Windows share requests, management approvals, password
changes and the resetting of forgotten passwords to the users themselves,
significant savings can be made in help-desk and systems administration
costs. Other benefits include general productivity improvements throughout

the organization and the ability to enforce policy.

In the absence of a user
provisioning tool, the man- Sient
agement of user accounts Machine \Web Browser
gcross the IT mfrastructure HTTP Req uest HTML Response
is normally carried out (HTTPS) (HTTPS)
manua“y by s){StemS' da- Web Server ('optional)
tabase or application ad- Web Server v 4
o : Machine
ministrators. The adoption | Application Server @any) |
of COSuser to centralize Y 4
and automate user ac- Java Servlet(s) |
count administration pro- XSLT ' Vv A
. i transformations | Remoting or standard protocol or local |
duces real financial bene- —
fitS bUt does not reduce SOAP Request or Rexec etc. * * XML Response
. | | | |
the workload incurred by COSuser COSuser wrapper or standard protocol
.. d
help-desk or administra- Master Server (Not required for local)
achine
tors as they handle end rt
COSuser Command Line Interface
user requests or problems
interactively.

Figure 1 — COSuser’s web-based workflow architecture
The web browser based

workflow module addresses those issues,
enabling end users to request an account
and have those requests automatically
routed and authorized/rejected by appro-
priate management prior to being returned
to COSuser for automatic update.

is reduced, help-desk is off-loaded, regis-
tration and password policy is enforced,
and end users typically receive the service
they require more quickly and efficiently.
Needless to say, all transactions are
audited which facilitates compliance with
recent legislation such as Sarbanes-Oxley
The end result is that administration time and the European data directives.



OSM offers end users two alternatives for web interface complements the web browser interface of

browser based workflow — its own secure, built for the Interactive TKB (iTKB) whose datasheet should
purpose product, or integration with third party be read in cor_1junction with this document — down-
workflow solutions through the COSuser Command load by following:

Www.cosuser.com/cu_resources#datasheets

Line Interface. Third party solutions include options
such as Lotus Notes/Domino or

workflow solutions provided by COSuser OS
OSM integration partners, e.g. Vou are logged in as richardp. M
those offering Web Access Man-

agement products. This datasheet
discusses only the OSM-authored
product.

Applications | Administration

Welcome to the COSuser Home Page.
The COSuser web based workflow

module is designed to work with | operation | pescription Function

any Web server or appllcatlon ﬁd‘ Request to register a user. Reguest User
server and uses XML, SOAP and Administrator facilities Admin Facilities
Java Servlets to achieve its goals.

An arch|tectu re d|agram |S Shown ﬁl:? To change your user details or password User Info

on the preVIOuS page (f|gure 1) Q Lookup details of users User Lookup
Once installed, the standard distri- %E To manage Windows share access rights Share mananement

bution for the COSuser web based

workflow product allows an end

i . Figure 2 — COSuser web-based workflow Home Page
user to perform the following major

functions: Each option available to the end user brings up a
e request the registration of a new account simple form, the information from which either up-
e request changes to existing user account(s) dates COSuser directly (e.g. when changing pass-
« look up certain information relating to existing us- words) or is ref_erred onto managers/admipistrators
ers for approval prior to the data being committed.
e change a password The exception to this is when a user has forgotten
« reset a password when they have forgotten it his/her password. In this case a "Challenge/
e request and manage access to
Windows shares COSuser 0OS
These operations are protected by You are logged in as richardp M

the standard COSuser security
mechanisms (capabilities) so that
access is only granted where appro-
priate and desirable. The web

browser interface may also be used Change Password Request
for administrative functions subject

i ‘ Your Special Question | |[who am i d
to the appropriate access level be- =
ing granted. ‘ AMSWEL | frorrerrerere
The look and feel of the user inter- ‘ New passwort | fr
face can be changed quickly to re- ‘ Confirm new password |

flect an organization's Intranet styl-
ing, e.g. by using existing CSS defi- Subrit | Clear Farm |
nitions, and the functionality can be
extended to incorporate other func-

tions as required. The web browser
Figure 3 — Change Password request form (forgotten password)



Response" mechanism is brought into play and the
user is presented with a special question that had
previously been recorded and to which only they
should know the answer, e.g. "My first pet's name?"
Such a mechanism means that help desk is not
plagued with calls from users who have forgotten
their password(s) and end users can be productive
immediately without having to wait in line for an avail-
able help desk engineer.

trators. As COSuser is a role based product, it is the
role(s) associated with a manager/administrator that
determines which other roles they may allocate to
end users. Managers/administrators are controlled as
to the functionality they can access within COSuser
by the standard COSuser capabilities structure.

Managers are automatically informed of the existence
of an approval request (by email as a default) and are
provided with a URL that lists all

COSuser

outstanding approval requests that
have been routed to them. They

OS

‘vou are logged in as richardp.
Applications | Administration

User

Windows Share Management

may then choose to approve, re-
ject or refer these approval re-
guests. When on vacation the
managers/administrators can set
up automatic referral of requests
to a substitute.

M

It should hopefully be apparent

that the COSuser web browser

based workflow module provides a
simple mechanism for end users

to request changes to their ac-
counts and Windows shares,

| Operation | Description Function

e e) X §
ist all available shares ist all shares

EE List all lable sh List all sh

< )

E List shares you can access List your shares
se this facility to request access to a share equest share

St Us this facility t t to a sh 2 t sh

= Use this facility to request that your access to

iﬁ} a share be revoked Fianese dhars

change their passwords and up-

date their personal data; all within
an industry standard, freely avail-
able user interface. The benefits

Figure 4 — Windows share management

include improved service levels,
increased end user productivity,

One of the differentiating features

) 1ol x|
of COSuser’s web based workflow e ———— =
is the facility for end users to be in- ® _ = =) & A @m @ @ | B &

. Back Farward Stop Refresh  Home Search Favorites  Media Histary Mail Print Edit Discuss
volved with, and reduce the cost of, hess @) o res comiomm o] B
Windows share management. Google - | [ Beoeachweb - | 40 | bzt bcked fEavion) | doptons @
Many large corporations with a sig-
COSuser

nificant investment in Microsoft

OS

Windows find that the staff costs for
managing Windows shares can be
a factor greater than the cost of
managing user accounts. By com-
bining a facility for users to request
access to shares as well as user
accounts, the efficiency improve-
ments gained from using CO-
Suser's web browser based
workflow are dramatically in-
creased.

Request ID | Fullname

16

17

Shi:]
BlDetails

Fred Burtan

2wl Verity

EHistory

You are logged in as richardl

Applications Administration

Martha vandella

Status: Pending
Phone number: 01752392887
E-mail Address: avril verity@ODP.com

Approve | Referl Reject

M

Outstanding Requests

Submitted on Original Manager Current Manager

Adduser  Pending 01/12/04-12:04 Lucy Richards Lucy Richards
AddUser Pending 017/12/04-12:05 Lucy Richards Lucy Richards
Adduser  Pending 01/12/04-12:07 Lucy Richards Lucy Richards

Once the request forms for addi-

(Show 5, 10 results per page)

tions or changes of user accounts
or Windows shares are submitted, dl

|

[ [BE Localintranet v

they are routed automatically to the [Eore
appropriate managers or adminis-

Figure 5 - Approval requests




reduced help desk costs and greater control, auditing

and legislative compliance.

Summary

The COSuser web browser based workflow module
is used in a number of different ways:

to enable end users to request new registrations
or Windows shares

to enable end users to request changes to their
existing registrations

to update their personal information
to change their passwords

to provide a new password when they have for-
gotten their old one

to underpin an authoritative approval process be-
fore any of the above is committed to the
COSuser application.

For more information please visit

www.cosuser.com

OS www.cosuser.com
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